Flexible Formal Privacy for Public Data Curation

Researchers rely extensively on public datasets disseminated by official statistics
agencies, universities, non-governmental organizations, and other data curators. With
the increasing availability of data and computing power comes increased threats to
privacy, as published statistics can more easily be used to reconstruct sensitive
personal data. Formal privacy (FP) methods, like differential privacy (DP), provably limit
such information leakage by injecting carefully chosen randomized noise into published
statistics. However, the way DP accounts for privacy degradation requires this noise be
injected into every statistic dependent on the confidential dataset. This fails to reflect
data curator needs, social, legal or ethical requirements, and complex dependency
structures between public and confidential datasets. In this talk, I'll discuss statistical
methodology that addresses these problems. We propose a FP framework with novel
characterizations of disclosure risk when assessing collections of statistics wherein only
some statistics are published with DP guarantees. We demonstrate FP properties
maintained by our proposed framework, propose data release mechanisms which
satisfy our proposed definition, and prove the optimality properties of downstream
statistical estimators based on these mechanism outputs. For this talk, I'll discuss a few
end-to-end data analysis examples in public health and surveys, showing how
theoretical trade-offs between privacy, utility, and computation time manifest in practice
when assessing disclosure risks and statistical utility. I'll conclude with a discussion on
the implications of this work for survey researchers, focusing on opportunities to
incorporate privacy by design in survey planning, experimental design, and other data
collection operations.
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